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Basic Computer Security
Dress for the occasion!





Computer security: it is much like 
being potty-trained and wearing 
clothing in public.
Before going outside, you take a shower or bath,  
brush your teeth, get dressed, check the weather, 
and put on a coat or hat or something. You drive 
on the correct side of the road, obey traffic laws, 
wear a seat belt, make sure your car is in working 
order, has gas (or a charged battery).



Before taking your computer or phone out in 
public, you need to do the same thing. Driving, 
you might pass one or two dozen cars. You might 
encounter two dozen people at QFC or 50-500 
people at Walmart. But when your phone or 
computer connects to the phone company or the 
Internet, you may encounter tens of thousands of 
people, even if you have no intention of doing so. 
Even if you think you are just visiting a website to 
check on the opening time for a movie.



Your iPhone, your iPad, your Mac connect 
you to the world. Just as you would 
brush your teeth, get showered, and 
dressed before going out in public, your 
computer needs to be properly 
prepared for the public.



Threats
Children, adult family members -- 
accidentally modify, delete things, or bring 
malware, or spill orange juice on your 
laptop.
Every user needs their own computer, or 
their own account. No shared accounts.



Threats
Housekeepers, repair persons, visitors, all 
may snoop data or remove or damage 
devices.
If you are not in front of your computer or 
phone using it, log out or lock it.



Threats
Banks, stores, and other vendors, as well as 
random websites you visit, get hacked and 
leak your data.
Every single email or web account needs its 
own unique account name and password 
pair.



Threats
Disgruntled relatives, business partners, or 
neighbors actively try to cause you harm.
Never say in public what you wouldn’t say 
face to face with someone. Text messages, 
emails, video recordings and web postings 
can be copied, pasted, and used against you.



Threats
Federal and state governments are 
governed by privacy laws.
Corporations are not, in the US. They can 
carelessly, and even maliciously, use your 
data.
Don’t put anything of value (monetary or 
reputational) on a site you don’t trust.



Threats
Foreign governments, foreign businesses, 
terrorists, or basement hackers stalk you, 
even if you are a nobody.
Stealing $100 from a million people is still 
$100 million.



Threats
Most likely threats: you make errors and 
cause problems; your immediate family 
makes errors and causes problems; vendors 
leak data either through hacks or 
mismanagement of information



Before going out, have your Mac, 
iPhone, iPad shower, brush 
teeth, get dressed
Set your iPhone, iPad, or Mac to 
automatically install updates.



Automatic updates
Device must be on, and plugged into power, 
and have access to Internet

On iPad On Mac



Automatic updates Mac



Automatic updates iPad



Automatic updates for apps, too

On iPad On Mac



Shower, brush teeth, get dressed 
(cont.)
Subscribe to the Apple Security Announce 
mailing list:
https://lists.apple.com/mailman3/lists/
security-announce.lists.apple.com/



Shower, brush teeth, get dressed 
(cont.)
Shop only from vetted, reputable vendors
If at all possible, only use applications you 
download from the Apple App store via the 
App Store application on your Mac, iPhone, 
or iPad



Shower, brush teeth, get dressed 
(cont.)
Apple electronically validates that apps on 
the Mac, iPhone, iPad, Apple Watch, and 
Apple TV stores come from valid 
developers.



Shower, brush teeth, get dressed 
(cont.)
Apple evaluates apps to make sure they are 
sandboxed, are updated, and that they 
follow Apple's security and privacy 
standards. The App Store reports on how 
the app handles your privacy, collects your 
personal data, and handles accessibility.



Things not to 
worry about



Things not to 
worry about

True but useless



Things not to 
worry about

Robots



Things to 
worry about

Bad password:

 $s11hC7*ac^

Hard to type, hard to remember

Good password:

Pandas🔻are🔻poor🔻politicians!

🔻 means a space

28-character password, easy to 
type, long, and has special 
characters - 🔻 and !



Spam
Who was the 
message sent to?

jiyopaqo78@gmail.comhavhnBHoeexDimcJLBDRdTHsWV2025-01-04T16:53:08-08
:00

hatemrthlev@yahoo.comUwOAufcNXjwUtMyAzQMzjek2025-01-01T21:32:48-08:
00

eberahor455@gmail.comuWAXQdGCaLmXGWeYzUaiSJzgC2025-01-01T04:07:09-
08:00

y14is6q61u9aoqdh@yahoo.comNnPcoJOyTIfGbcHjFxMGQig2024-12-31T11:27:18-
08:00

anowilex721@gmail.comBRXsnCLGDZgSMhyypKXXX2024-12-30T17:17:04-08:00

schmigevillamea@yahoo.comtSGDEHKtKPxKaAKVNAHnsdxnLV2024-12-29T19:
46:50-08:00

gxayx6wwrnxumq@yahoo.comkUadgcNNTNJpFjDrcwtSbs2024-12-28T00:17:15-0
8:00

ajifutalo059@gmail.comULYgBQcCgGxKaLWDKdhhWLDKBai2024-12-27T01:36:
07-08:00

efubevel108@gmail.comrCwxvWrSWrmuVTGGvVRpB2024-12-26T01:09:47-08:00

ugagojuqa18@gmail.combwMLajiBZSFbWMzOLEBjQuI2024-12-24T09:35:01-08:0
0

upemiqani837@gmail.comnbDaoDrsoqSxESyOwcv2024-12-23T06:35:29-08:00



Spam
What language?

Регистрации 2025В этой статье мы расскажем 
вам о промокодах - что это такое, как их получить 
и использовать специальные коды от 1xBet, а 
также подробно опишем, где вводить коды для 
получения бонуса от букмекера. Промокод - это 
уникальная комбинация букв и цифр, которая дает 
вам доступ к специальному предложению от 
букмекера. Компании часто используют их в 
различных акциях, чтобы привлечь новых игроков 
и поощрить постоянных клиентов. Бесплатные 
коды нужно вводить в специальное поле при 
регистрации на сайте букмекера или в личном 
кабинете, если у вас уже есть аккаунт.    <a 
href=https://scrapshop.ru/images/pgs/
promokod_pri_registracii_6.html>список 
промокодов 1xbet</a>, а также приветственный 
пакет в казино до 1950 евро + 150 фриспинов для 
игры в разделе азартных игр 1хБет. Бонусный код 
1xBet дает возможность получить бонусы при 
регистрации на сайте букмекерской 
конторы.Submit2025-09-01T08:35:16-07:00



Spam
Am I looking for 
a job?



Spam
Am I looking for 
a job?



Spam
Did I win 
something I 
didn’t know I 
was trying to 
win?



Spam
Free money from 
strangers?



Spam
Spam phone 
calls



Spam
Vehicle 
registration from 
.com address



Spam
Netflix message 
not sent from 
Netflix



Spam
No sender no 
subject



Spam
Toll payment 
demand sent from 
the Philippines?
(Country code 
+63)



Spam
Delete and 
report junk



Not spam
Garbled message 
from sheriff



Not spam
Tsunami 
warning



Don’t invite them in
All Mac or iPhone compromises come about 
because you “invite” bad guys in by 
installing dangerous apps, ignoring update, 
accepting spam or dangerous attachments.



Zillions of 
privacy 
settings



Location 
settings



Tracking 
settings



Accessories settings



Questions?

How can I 
use a 
fingerprint 
when I have 
no fingers?


